Advance Northumberland Homes: Privacy Notice

How we handle your information

Everyone working for Advance Northumberland (Housing) Limited (Advance Northumberland
Homesfromhereonin) has alegal dutyto keep and processinformation aboutyouin accordance
with the law. Thisdocumentaimsto explain why we ask for your personal information, how that
information will be used and how you can access your records.

Why is informationrecorded about me?

We use information about Advance Northumberland Homes tenants to enable us to provide you
with houses and apartmentsto rent and carry out specific building maintenance and repairs, for
which we are responsible. We keep records about Advance Northumberland Homes tenants that are
written down (manual records), and ones kepton acomputer (electronicrecords) and in our finance
database.

These records may include:
] Basic details aboutyou, forexample your name, any previous names, your current
address, your telephone number/s and email address.
. Yourgender, your nationality and your date of birth.

. Youremployment status.

= Yourincome.

. Yourbank details.

. Unique identifiers, such as your National Insurance Number.

. Copiesof your Advance tenancy agreements, currentand historic.

. Details of your previous addresses and landlords.

. Contactwe have had with you, for example, meetings with Advance staff and copies of
correspondence.

. Notesand reports aboutyour relevant circumstances, including any criminal
convictions.

What is the information used for?

We use yourinformation to process applications and create tenancy agreements. Itisalso used to
ensure we provideyou with the servicesyou require from Advance Northumberland Homes. Itis
importantthe information you provide is accurate and up-to-date as this will help ensure our staff
are able to provide you with the right help, advice or supportyou need.

If you do not wantto provide us with information you should not use our services. Withoutyour
information we would not be able to create your tenancy agreement, whichmeans you would have
nolegal basisto occupy aproperty. We would also be unable to generatecorrectrent chargesor
receive your payments.

How long is the information used for?

In orderto provide you with thisservice, we rely onthe legal basis of Article 6(1)(b) of the General

Data Protection Regulations which state processing is necessary forthe performance of acontract
with the data subjectorto take stepsto enterintoacontract. We do also ask for consent forsome



information we request fromyou at the application stage. Your details will be kept for the duration
of your tenancy agreementand then archived as per our Record Retention Policy. Processingis kept
to a minimumand will only be processed in accordance with the law.

Sharingyour information

When other parties are involved inthe tenancy applicationprocess, or suppliers are involvedin the
delivery of your services with Advance Northumberland Homes, for example responding to repairs
and maintenance issues, we may need to share details about you with our Approved Contractors to
enable ustoworktogetherforyourbenefit. Informationwillonly be shared with third parties if they
have genuine and lawfulneedforit.

Occasions when yourinformation needsto be disclosed (shared) include:

. To verifyincome status declared on atenancy application formwhere no payslip or
Contract of Employmentis available.

. To verify previousaddresses declared on atenancy application formwith former
landlords, orviathe National Landlord’s Association

] To participate inthe Safer Estates initiatives with the local police force.

. Where you have stated you are inreceipt of support froma third-party agency as part of
your application we may contact themto validate this.

. To confirmdates of occupation for Council Tax and utility purposes.

= To respondto reactive repairrequests at your home (if you reportone).

. To provide an out of hours emergency repairs service (ifyou contact us out of hours).

= To recoveroutstanding rent payments.

. Where the health and safety of othersis at risk.

. When the law requires us to pass oninformation under special circumstances.

Anyone who receivesinformationfrom us has a legal duty tokeepit confidential

We are requiredby law to report certain information to appropriate authorities, forexample:
. Where aformal courtorderhas beenissued.
. Where we encounterinfectious diseases which may be a public health concern.

Partnerorganisations who receive information about you

Advance NorthumberlandHomes outsource most, though notall, reactive and planned repair jobs.
We maintain a list of Approved Contractorsto allocate ordersto. Our Approved Contractors listis
published on ourwebsite and available to view atany time, or thisinformation can be requested
from ourHead Office (seethe ‘furtherinformation’sectionbelowforour contact details). Inthe
eventyou reportarepairat your property, your name, address and contact details would be issued
to an Approved Contractor. Note however, that on some occasions, the person attendingto your
repair could be an Advance member of staff.

Advance NorthumberlandHomes also outsource our out of hours emergency repair telephone
service. Athird party answersourtelephones outside of our businesshoursand would be
responsiblefor collecting your name, address and contactdetails. They too would pass on the
detailsto an Approved Contractor.



Information relating to occupation dates couldbe confirmed to a Local Authority responsible for
Council Tax, or a utility company where up to date information has notbeen provided by the
occupier.

Data could be shared for the purpose of economicand orregenerationrelated research carried out
by ourshareholder (Northumberland County Council). Datawould be fortheirinternal use only, and
noidentifiableinformation would be placed in the public domain.

Data will typically be stored and processed withinthe European Economic Area (EEA) and willnot be
shared with overseasrecipients. However, some of the services we use, forexample the National
Landlord Associationservices, will mean that your data may be transferred to and stored at, a
destination outside the EEA. In such cases the provider must operate under the EU Binding
Corporate Rules arrangement for data protection.

Can | see my records?

The General Data Protection Regulation allows you to find out whatinformation is held about you,
on paperand computerrecords. Thisis known as ‘right of subjectaccess’and appliesto your
Advance NorthumberlandHomes records, along with all other personal information we hold.

If you wish to see a copy of yourrecords you should submita Subject Access Request directly to The
Data Protection Officer at Wansbeck Workspace, Rotary Parkway, Ashington, Northumberland,
NE63 8QZ or by emailing dpo@advancenorthumberland.co.uk or by calling 01670 528400. You are
entitledtoreceiveacopy of yourrecords free of charge, within amonth. In certain circumstances
accesstoyourrecords may be limited, forexample, if the records you have asked for contain
information relating to another person.

Do | have Other Rights?
Data Protection laws gives you the right:

1. To be informed why, where and how we use yourinformation.

2.  Toaskforaccesstoyourinformation.

3. To ask forinformation to be correctedifinaccurate orincomplete.

4.  Toaskforyourinformationto be deleted orremovedwherethere isnoneedforusto
continue processingit.

5. To ask us torestrictthe use of yourinformation.

6.  Toaskustocopyortransferyourinformationfromone IT systemto anotherin a safe
and secure way, withoutimpacting the quality of the information.

7. To objecttohow yourinformationisused.

8.  Tochallengeanydecisions made without human intervention(automated decision
making).

9.  Tolodge acomplaintwiththe Information Commissioner’s Office whose contact details
are below.

10. Ifourprocessingisbased upon yourconsent, to withdraw your consent.



Further information

If you would like to know more about how we use yourinformation, orif foranyreason you do not
wishto have your information usedin any of the ways described in this leaflet, pleasetell us. Please
contactthe Data Protection Officer on 01670 528400 or atemail address
dpo@advancenorthumberland.co.uk

Details of the Information Commissioner can be found at: https://ico.org.uk/




